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Abstract
TheInternet of Thingsrefers to the ever-growingnetwork of physicaldevicesthat haveIPconnectivity,allowingthem to connectto the internet, and the
communicationthat occursbetweenthesedevicesandother internet-enableddevicesandsystems. In this talk, Brett andDavidwill introducethe Internet
of Thingsand will discusssomeof the key technologiesassociatedwith the creationof Internet of Thingssolutionsand serviceswithin the manufacturing
domain. Particularattention will be givento MQTT,which is gainingacceptanceas the preferred protocol for useby the Internet of Thingsapplications.
Currentlyavailableimplementationsof MQTTwill be briefly reviewedand casestudiesillustrating the applicationof the protocol will be presented. Some
examplesof how MQTTmight be usedto implementsecure,fault-tolerant, andscalableInternet of Thingssolutionswill be discussed,and the application
and useof MQTTin Next GenerationSCADAsystemsthat needto monitor and control devicesat scalein a connectedworld will be will be discussedand
demonstrated.
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About David
Since completing his Masters studies in EmbeddedSoftware at the SwedishRoyal Institute of
Technology2015 (KTH),Davidhasbeen working as a software engineeracrossa rangeof projects,
includingthe implementationof control logicalandthe commissioningof EnergyMachinesintegrated
energysystemsandair handlingunits(https://www .energymachines.com/), andthe developmentof a
next-generationSADAplatform (ControlMachinesϰύandsimulationsoftwareto control, monitor, and
model EnergyMachinesdeployments. David has also recently joined VMSSoftware Inc., focusing
primarilyin the compilerspace(ClangandLLVM)aspart of the OpenVMSx86port, but alsoworkingin
various other areas ranging from consulting through to the design and development of remote
monitoringandSCADA-likesolutions. In hissparetime Davidlikesto investigatenew technologiesand
develophisskillsin softwarelanguagesandusingcomputersastools. BesidescomputingDavidlikesto
travel and live the Spanishlife with a Swedishtouch, or vice versa. Davidwas born in Swedenand
currentlylivesin the Swedishcity of Malmö.
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About me
Brett Cameron works as Director of Applications and Open Source Servicesat VMS Software
(http:// www.vmssoftware.com), helping to define and implement the ŎƻƳǇŀƴȅΩǎOpen Source
strategyfor the OpenVMSoperatingsystem. Before joining VMSSoftwareBrett worked asa senior
architectwithItΩǎCloudandEnterpriseServicesgroups. Brett comesfrom Christchurch,NewZealand
and hasworked in the software industry sincestarting work with Digital EquipmentCorporationin
1992, and in that time he hasgainedexperiencein a wide rangeof software technologies,focusing
primarily in areassuchasdistributed systems,transactionprocessing,and integration. Overthe past
decadeBrett has spent considerabletime travelling the world helping organisationsto modernize
their legacyapplication environmentsand to better leverageOpen Sourcetechnologies. In more
recent times,his involvementwith variousOpenSourceprojectsandhiswork in the cloudcomputing
space has causedhim to develop a liking for functional programming languages,and Erlang in
particular,whichhehasported to severalexoticplatforms. Brett holdsa doctoratein chemicalphysics
from the Universityof Canterbury, and maintains close links with the University,delivering guest
lectures and acting as an advisor to the Computer Sciencedepartment on course structure and
content. In hissparetime Brett enjoyslisteningto musicandplayingthe guitar.

https://www.energymachines.com/
http://www.vmssoftware.com/
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AGENDA
ÅThe Internet of Things and next generation SCADA

ÅMQTT

ÅControl Machines (overview and demonstration)

ÅSummary

ÅQuestions
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²ƛƪƛǇŜŘƛŀ ǘŜƭƭǎ ǳǎΧ

άTheInternet of Things(IoT) is the network of physicalobjectsor "things" embeddedwith electronics,software,sensors,and
network connectivity,which enablestheseobjectsto collect and exchangedata. TheInternet of Thingsallows objectsto be
sensedand controlled remotely acrossexisting network infrastructure, creating opportunities for more direct integration
between the physical world and computer-based systems,and resulting in improved efficiency, accuracyand economic
benefitΧέ

https:// en.wikipedia.org/wiki/Internet_of_Things

https://en.wikipedia.org/wiki/Internet_of_Things
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Defining Things
ÅTechnologies and solutions that enable integration of real-world data and services into current information 

networking technologies

ïTechnology that connects devices over wired or wireless networks

ÅA system falls under the Internet of Things definition if it meets the following criteria:

ïIt must connect

Å To the physical world around itself collecting information

Å To other things in order to interact with them effectively

Å To the internet or a network

Å ...

ïIt must compute

Å By processing the inputs it receives in some way and making them meaningful to other systems

ïIt must communicate

ÅWith the network, with other things, with users if ƴŜŎŜǎǎŀǊȅΣ Χ

The Internet of Things is a concept in 
which anything from inanimate objects 

to people are assigned an IP address 
and provided with the ability to 
transfer data over a network.
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aƻǊŜ ǘƘƛƴƎǎ ŀǊŜ ōŜƛƴƎ ŎƻƴƴŜŎǘŜŘΧ

ÅHome/daily-life devices (home 
automation)

ÅBusiness and public infrastructure
ÅHealthcare
ÅΧ

ÅThings connecting to things

ÅPeople connecting to things

Adapted from http:// personal.ee.surrey.ac.uk/Personal/P.Barnaghi/teaching/EEEM048/EEEM048_Lecture1_Introduction_Part_1.pdf

http://personal.ee.surrey.ac.uk/Personal/P.Barnaghi/teaching/EEEM048/EEEM048_Lecture1_Introduction_Part_1.pdf


2/19/2018

9

Sensor devices becoming widely ŀǾŀƛƭŀōƭŜΧ

ÅProgrammable devices

ÅOff-the-shelf gadgets 
and tools

ÅΧ

ÅTrillions of these things
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LǘΩǎ ŀ ƘŀǇǇŜƴƛƴƎ ǘƘƛƴƎ
ÅWhile the Internet of Things may not be well known to the average consumer, it is very much upon us

ï Internet-connected devices such as speakers, fans, heat pumps, televisions, thermostats, lights, and refrigerators are currently 
available

ïMany more items will become connected within the next few years

ï In January 2015, Samsung stated that 90% of the goods it produces will be part of the Internet of Things by 2017, and 100% by 
2020

ï IDC forecasts that the Internet of Things market will grow roughly 21% per year to $7.1 trillion by 2020

ï In US households alone, nearly four billion devices will be connected by 2020, and nearly seven billion by 2025

Adapted from http://seekingalpha.com/article/3087466-the-iot-wave-is-surging


